












337system calls

standard port numbers, 125

stat process entry, 151

stat system call, 291-293
viewing permission bits, 201-202

stat-perm.c (viewing Þle permissions
with stat system call), listing 10.2, 202

static libraries. Seearchives

static linking (libraries), 36

static program analysis tools, 259-260

statistics
memory statistics, processes, 158
processes, 158, 175-176
system statistics, retrieving, 186-187

statm process entry, 151, 158

status process entry, 151, 158

stderr (error stream), 23-24

stdin (input stream), 23-24

stdout (output stream), 23-24

step command, GDB, 13

sticky bits (security), 204-205

strace command, 168-169

streams, redirection with pipes,
112-113

strerror function, 33

strftime function, 176-177

structures. Seedata structures

su program, 207-208

superuser.Seeroot user account

symbolic links
race conditions (security hole), 213-216
reading, 182-183
stat function, 292

synchronizing threads
condition variables, 86-91
deadlocks, 82-83

on multiple threads, 91
mutexes, 79-82
nonblocking mutex tests, 83
race conditions, 78-79
with semaphores, 83-86

synchronously cancelable threads, 70

syntax highlighting with Emacs, 5

sysinfo system call, 166, 186-187

sysinfo.c (system statistics),
listing 8.12, 187

system call failures, 32
error codes, 33-35

system calls.See alsocommands;
functions

access, 169-170
alarm, 185
chdir, 296
chmod, changing permission bits, 203
close, 118, 284
debugging, strace command, 168-169
deÞned, 167-168
dup2, 112-113
execve, 168
exit, terminating processes, 55-56
fcntl, 164, 171-172
fdatasync, 173-174
ßock, 172
fork, creating processes, 48-51
fstat, 292
fsync, 173-174
getcwd, 296
getegid, 200
geteuid, 200
getrlimit, 174-175
getrusage, 175-176
gettimeofday, 176-177, 239
ioctl, 144
kill, 47, 55
list of, 168
lseek, 288-290
lstat, 292

race conditions, 214
mkdir, 296
mknod, creating device entries, 131-132
mlock, 177-179
mlockall, 178
mmap, 105-106, 109, 179
mount, 141, 147
mprotect, 179-181
msync, 108
munlock, 178
munlockall, 178
munmap, 106
nanosleep, 181-182
nice, scheduling processes, 52
open, 282-284
pipe, 110
read, 287-288
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